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Russian National Convicted Of $90M Hack-And-Trade
Scheme

By Chris Villani and Brian Dowling - Listen to article

Law360, Boston (February 14, 2023, 12:20 PM EST) -- A Boston jury convicted a Russian national Tuesday of orchestrating a scheme to hack
hundreds of companies' earning reports and use the ill-gotten insider information to reap nearly $90 million in stock market gains.

The verdict handed prosecutors a victory in one of 2023's first major white collar trials and rejected a defense attorney's argument that Vladislav
Klyushin, 42, was a "convenient target" due to his nationality and ownership of an IT company that provides media monitoring and cybersecurity for
the Kremlin.

The jury reached its verdict after about 10 hours of deliberation over parts of three days. Klyushin, dressed in a navy suit, showed no emotion as the
guilty verdict was read.

During two weeks of testimony, the government sought to prove that Klyushin and several others hacked Donnelley Financial Solutions and Toppan
Merrill LLC, two firms that companies use to file quarterly earnings reports with the U.S. Securities and Exchange Commission.

The hacks gave Klyushin and his alleged co-conspirators sneak peeks into the financial reports of a vast array of companies and resulted in
unfathomable success in trading on earnings reports, prosecutors claimed.
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"They were stock-trading nobodies," Assistant U.S. Attorney Seth Kosto told the jury during closing arguments. "And all of a sudden, just as DFIN
and TM get hacked, the defendant became the GOAT of earnings trading. The greatest of all time."

Klyushin traded almost exclusively on earnings reports filed through DFIN and TM, despite the fact that those two firms only filed about 44% of all
earnings reports during the more than two years in which prosecutors say the scheme unfolded.

Defense attorneys argued there were "gaping holes" in the government's case. Teams of agents scoured a massive trove of documents and
communications seized after Klyushin was arrested and did not find a single message, photo or earnings report linking him to the scheme, or even the
words DFIN or Toppan Merrill, his lawyer said.

Maksim Nemtsev of the Law Offices of Martin G. Weinberg PC argued that his client was already a wealthy man before he started trading and found
himself under government scrutiny because he's such a "convenient target."

"He's wealthy, he's Russian, and he owns an IT company that provides media monitoring and cybersecurity for the Russian government. Those are the
reasons the government targeted him," Nemtsev said during closing arguments. "They predetermined that a hack came from Russia, they worked to
fill that story, that theory, and no one more conveniently fit that story than Vlad, a wealthy Russian IT professional."

Nemtsev argued throughout the trial that Klyushin used his company, M-13, to make sound predictions about stock movement because of his
technology and its ability to cull public information. Klyushin even went so far as to develop a stock trading app, the defense argued, and there is no
evidence he ever saw any nonpublic information.

But prosecutors claimed that Klyushin's trading success was statistically impossible without unlawful help. An SEC statistician testified that the
probability of Klyushin randomly trading on DFIN and TM earnings reports so often is less than one in a trillion.

The statistician gave the same astronomical odds to Klyushin's track record of betting correctly on earnings reports up to 86% of the time when the
reports themselves caught the rest of the market by surprise.

Disappointed by the jury's verdict, Nemtsev said the one-in-a-trillion statistic was the most "inflammatory" piece of evidence in the government's
case.

"It would be harder than getting hit by a lightning bolt and winning the lottery at the same time," the attorney said.

Nemtsev and co-counsel Marc Fernich said they expect to appeal the verdict, with plenty of good legal issues to explore, including the reliability of
the statistical evidence, a novel securities fraud theory, and the question of venue.

In a statement, U.S. Attorney Rachael Rollins called Klyushin a "cybercriminal and a cheat" who "repeatedly gamed the system and finally got
caught."

"Klyushin compromised the integrity of our securities markets and cheated individual investors and pension funds," Rollins said. "This case
demonstrates the Department of Justice's commitment to protecting our financial markets and computer networks by aggressively pursuing those who
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seek to profit unfairly through intrusive cyber-attacks."

Klyushin alone netted $21 million from the scheme on an initial $2 million investment, prosecutors said, a 900% return that exponentially outpaced
the stock market's 25% return during the time period in which the scheme allegedly took place.

Combined with his other associates, all of whom are at large in Russia, the scheme netted nearly $90 million on an initial investment of $9 million,
prosecutors said.

Authorities arrested Klyushin in Switzerland and extradited him to the United States. He has been in a Massachusetts county jail since his arrest after
a judge deemed him a flight risk due to his wealth. Prosecutors said he might be able to duck out of house arrest and step onto a waiting boat in
Boston Harbor if given the chance to remain free.

During the trial, U.S. District Judge Patti B. Saris sought to limit references to Klyushin's wealth and nationality in front of jurors, barring any
mention of Russian President Vladimir Putin or the ongoing war in Ukraine and limiting the number of photos prosecutors could show of Klyushin's
$4 million yacht.

Judge Saris set Klyushin's sentencing for May 4.

Early in the case as prosecutors argued for pretrial detention, they said the advisory federal sentencing guidelines would call for a more than 20-year
sentence, while the Russian's defense team argued the government misapplied the guidelines, which are rarely adopted by sentencing judges.

The government is represented by Seth Kosto and Stephen E. Frank of the U.S. Attorney's Office for the District of Massachusetts.

Klyushin is represented by Maksim Nemtsev of the Law Offices of Martin G. Weinberg PC, and Marc Fernich.

The case is U.S. v. Klyushin et al., case number 1:21-cr-10104, in the U.S. District Court for the District of Massachusetts.

--Editing by Marygrace Anderson.
Update: This story has been updated with additional information.

For a reprint of this article, please contact reprints@law360.com.

0 Comments

Marc Fernich
Your name will appear next to your comment. If you do not disclose your full name, your comment will be deleted. Your email address will not be
visible to the public.

https://www.law360.com/articles/1575998/russian-national-convicted-of-90m-hack-and-trade-scheme 5/10


https://www.law360.com/agencies/u-s-attorney-s-office-for-the-district-of-massachusetts
https://www.law360.com/cases/61c21865eeed18a648a718e8
https://www.law360.com/agencies/u-s-district-court-for-the-district-of-massachusetts
mailto:reprints@law360.com?subject=Russian%20National%20Convicted%20Of%20$90M%20Hack-And-Trade%20Scheme

2/26/23, 4:47 PM Russian National Convicted Of $90M Hack-And-Trade Scheme - Law360

Terms of Service

Tell us what you think (1,500 characters max)

Z
Useful Tools & Links

e Add to Briefcase

e Save to PDF & Print
e Rights/Reprints

e Editorial Contacts

Related Sections

e Compliance

e Corporate

¢ Cybersecurity & Privacy
e Massachusetts

e Securities

e Technology

e Trials

e White Collar

Case Information
Case Title

USA v. Klyushin et al

Case Number

1:21-cr-10104

Court

https://www.law360.com/articles/1575998/russian-national-convicted-of-90m-hack-and-trade-scheme 6/10


https://www.law360.com/terms
https://www.law360.com/articles/1575998/print?section=whitecollar
https://www.law360.com/about/rights_and_reprints?article_id=1575998
https://www.law360.com/about/editorial_contacts
https://www.law360.com/compliance?article_sidebar=1
https://www.law360.com/corporate?article_sidebar=1
https://www.law360.com/cybersecurity-privacy?article_sidebar=1
https://www.law360.com/massachusetts?article_sidebar=1
https://www.law360.com/securities?article_sidebar=1
https://www.law360.com/technology?article_sidebar=1
https://www.law360.com/trials?article_sidebar=1
https://www.law360.com/whitecollar?article_sidebar=1
https://www.law360.com/cases/61c21865eeed18a648a718e8?article_sidebar=1
https://www.law360.com/cases/61c21865eeed18a648a718e8?article_sidebar=1

2/26/23, 4:47 PM Russian National Convicted Of $90M Hack-And-Trade Scheme - Law360

Massachusetts
Nature of Suit
Judge

Patti B. Saris
Date Filed
April 06, 2021
Law Firms

e Martin G. Weinberg Attorney at Law

Companies

e Donnelley Financial Solutions Inc.

Government Agencies

e U.S. Attorney's Office for the District of Massachusetts
e U.S. District Court for the District of Massachusetts
e U.S. Securities and Exchange Commission

Judge Analytics

powered by Lex Machina®

o [ Patti B. Saris
Law360 Names Practice Groups Of The Year

Law360 would like to congratulate the winners of its Practice Groups of the Year awards for 2022, which honor the attorney teams behind litigation
wins and major deals that resonated throughout the legal industry this past year.

Top 10 trending in White Collar

https://www.law360.com/articles/1575998/russian-national-convicted-of-90m-hack-and-trade-scheme 7/10


https://www.law360.com/judges/patti-b-saris/articles?article_sidebar=1
https://www.law360.com/firms/martin-g-weinberg-attorney-at-law/articles?article_related_content=1
https://www.law360.com/companies/donnelley-financial-solutions-inc/articles?article_related_content=1
https://www.law360.com/agencies/u-s-attorney-s-office-for-the-district-of-massachusetts/articles?article_related_content=1
https://www.law360.com/agencies/u-s-district-court-for-the-district-of-massachusetts/articles?article_related_content=1
https://www.law360.com/agencies/u-s-securities-and-exchange-commission/articles?article_related_content=1
https://law.lexmachina.com/lexis/link?user=law360&target=/judge/2100
https://law.lexmachina.com/lexis/link?user=law360&target=/judge/2100
https://www.law360.com/articles/1562154?promo_article=1

2/26/23, 4:47 PM Russian National Convicted Of $90M Hack-And-Trade Scheme - Law360

20227

Practice
Groups of

https://www.law360.com/articles/1575998/russian-national-convicted-of-90m-hack-and-trade-scheme




2/26/23, 4:47 PM Russian National Convicted Of $90M Hack-And-Trade Scheme - Law360

o 8Use Of Plea Bargains Undermining Justice, ABA Report Says

e 9Judge Weighs Freezing $47M Of Crypto Trader's Mango Haul
e 10HSBC Says It's Close To Settling SEC, CFTC Texting Probes
Hello! I'm Law360's automated support bot.

How can I help you today?

For example, you can type:

¢ | forgot my password
e [ took a free trial but didn't get a verification email
e How do I sign up for a newsletter?

Ask a question!
Ask a question!

© 2023, Portfolio Media, Inc. | About | Contact Us | Legal Jobs | Advertise with Law360 | Careers at Law360 | Terms | Privacy Policy | Cookie
Settings | Help | Site Map

Add this article to my briefcase

Russian National Convicted Of $90M Hack-And-Trade Scheme

New Folder Name - Requirec

OR SELECT FROM

Add Now

https://www.law360.com/articles/1575998/russian-national-convicted-of-90m-hack-and-trade-scheme 9/10


https://www.law360.com/articles/1579144?sidebar=true
https://www.law360.com/articles/1579445?sidebar=true
https://www.law360.com/articles/1578877?sidebar=true
https://www.law360.com/articles/1579253?sidebar=true
https://www.law360.com/articles/1579303?sidebar=true
https://www.law360.com/articles/1579484?sidebar=true
https://www.law360.com/articles/1578138?sidebar=true
https://www.law360.com/articles/1579784?sidebar=true
https://www.law360.com/articles/1578980?sidebar=true
https://www.law360.com/about
https://www.law360.com/about/contact
http://jobs.law360.com/
https://www.law360.com/advertise
https://www.law360.com/careers
https://www.law360.com/terms
https://www.law360.com/privacy_policy
https://www.law360.com/faq
https://www.law360.com/site_index
https://www.law360.com/briefcase_folder_items?briefcase_folder_item[article_id]=1575998&briefcase_folder_item[name]=Russian+National+Convicted+Of+%2490M+Hack-And-Trade+Scheme

2/26/23, 4:47 PM Russian National Convicted Of $90M Hack-And-Trade Scheme - Law360
Sign up for our White Collar newsletter

You must correct or enter the following before you can sign up:

Please provide a professional email: maf@fernichlaw.com
Select more newsletters to receive for free

Law360 takes your privacy seriously. Please see our Privacy Policy.

[NoThanks | Sign up novw
Thank You!

https://www.law360.com/articles/1575998/russian-national-convicted-of-90m-hack-and-trade-scheme 10/10


https://www.law360.com/privacy_policy

